
README

Network Virtual Service Provider Bind (NVSPBIND)
Summary

The purpose of nvspbind is to disable and enable protocol bindings from the command line when operating in the parent partition for Hyper-V in a server core environment.  This is typically accomplished using the network control panel.
However, the network control panel GUI applet is not available in a server core installation of Windows Server 2008 or Microsoft Hyper-V Server.  Nvspbind provides a means for enabling and disabling the protocols from the command line.

Details

The protocol names shown in ncpa.cpl (Network Control Panel GUI applet) differ slightly from how they are shown by nsvspbind.  For example, “Client for Microsoft Networks” in ncpa.cpl, is shown as “ms_server (File and Printer Sharing for Micreosoft Networks)” in nvspbind.
The NIC names are also shown differently.  “Local Area Connection” in ncpa.cpl is shown as in nvspbind as:

{3FBBFA0B-A45C-42B9-B26867D898298E5E}

"pci\ven_8086&dev_10bd"

"Intel(R) 82566DM-2 Gigabit Network Connection":

The “{3FBBFA0B-A45C-42B9-B26867D898298E5E}” is the unique GUID representation of the NIC within the operating system.  When specifying the NIC, use either the unique NIC GUID name or the display name (“Intel(R) 82566DM-2 Gigabit Network Connection” in this example). 
Nvspbind.exe will not recognize the friendly name of “Local Area Connection”.  You will need to use the GUID or display name. 
1) For help, run “nvspbind.exe /?”:

C:\>nvspbind.exe /?

Usage: nvspbind [option] [NIC|*] [protocol|*]

Options:

   -n   display NIC information only

   -u   unbind switch protocol from specified nic(s)

   -b   bind switch protocol to specified nic(s)

   -d   disable binding of specified protocol from specified nic(s)

   -e   enable binding of specified protocol to specified nic(s)

   -r   repair bindings on specified nic(s)
If no NIC is defined, the specified operation is performed on all NICs

If no protocol is included, the specified operation is performed on all protocols.

2) If no options are specified, the default action is to enumerate all bindings on the specified NIC.

C:\>nvspbind

Hyper-V Network VSP Bind Application 6.1.7133.0.

Copyright (c) Microsoft Corporation. All rights reserved.

Adapters:

{C5F7D4DF-9252-4F8D-9F92C8B41DB10F41} ( note: this is how the NIC is identified!
"vms_mp"

"Intel(R) 82566DM-2 Gigabit Network Connection - Virtual Network":

   enabled:  ms_netbios       (NetBIOS Interface)

   enabled:  ms_server        (File and Printer Sharing for Microsoft Networks)

   enabled:  ms_pacer         (QoS Packet Scheduler)

   disabled: ms_ndiscap       (NDIS Capture LightWeight Filter)

   enabled:  ms_wfplwf        (WFP Lightweight Filter)

   enabled:  ms_msclient      (Client for Microsoft Networks)

   enabled:  ms_lltdio        (Link-Layer Topology Discovery Mapper I/O Driver)

   enabled:  ms_rspndr        (Link-Layer Topology Discovery Responder)

   enabled:  ms_ndisuio       (NDIS Usermode I/O Protocol)

   enabled:  ms_pppoe         (Point to Point Protocol Over Ethernet)

   enabled:  ms_tcpip6        (Internet Protocol Version 6 (TCP/IPv6))

   enabled:  ms_netbt         (WINS Client(TCP/IP) Protocol)

   enabled:  ms_smb           (Microsoft NetbiosSmb)

   enabled:  ms_tcpip         (Internet Protocol Version 4 (TCP/IPv4))

   disabled: vms_pp           (Microsoft Virtual Network Switch Protocol)

{3FBBFA0B-A45C-42B9-B26867D898298E5E}

"pci\ven_8086&dev_10bd"

"Intel(R) 82566DM-2 Gigabit Network Connection":

   disabled: ms_netbios       (NetBIOS Interface)

   disabled: ms_server        (File and Printer Sharing for Microsoft Networks)

   disabled: ms_pacer         (QoS Packet Scheduler)

   disabled: ms_ndiscap       (NDIS Capture LightWeight Filter)

   disabled: ms_wfplwf        (WFP Lightweight Filter)

   disabled: ms_msclient      (Client for Microsoft Networks)

   disabled: ms_lltdio        (Link-Layer Topology Discovery Mapper I/O Driver)

   disabled: ms_rspndr        (Link-Layer Topology Discovery Responder)

   disabled: ms_ndisuio       (NDIS Usermode I/O Protocol)

   disabled: ms_pppoe         (Point to Point Protocol Over Ethernet)

   disabled: ms_tcpip6        (Internet Protocol Version 6 (TCP/IPv6))

   disabled: ms_netbt         (WINS Client(TCP/IP) Protocol)

   disabled: ms_smb           (Microsoft NetbiosSmb)

   disabled: ms_tcpip         (Internet Protocol Version 4 (TCP/IPv4))

   enabled:  vms_pp           (Microsoft Virtual Network Switch Protocol)

.
.

.

cleaning up...finished

3) To enable a specific protocol, use the –e option.  To disable a specific protocol, use the –d option:
C:\Users\vmuser>nvspbind -d {C5F7D4DF-9252-4F8D-9F92C8B41DB10F41} ms_server

Hyper-V Network VSP Bind Application 6.1.7133.0.

Copyright (c) Microsoft Corporation. All rights reserved.

acquiring write lock...success

Adapters:

{C5F7D4DF-9252-4F8D-9F92C8B41DB10F41}

"vms_mp"

"Intel(R) 82566DM-2 Gigabit Network Connection - Virtual Network":

    unbinding ms_server from Intel(R) 82566DM-2 Gigabit Network Connection - Vir

tual Network

    unbinding ms_server from Intel(R) 82566DM-2 Gigabit Network Connection - Vir

tual Network

    unbinding ms_server from Intel(R) 82566DM-2 Gigabit Network Connection - Vir

tual Network

    unbinding ms_server from Intel(R) 82566DM-2 Gigabit Network Connection - Vir

tual Network

    unbinding ms_server from Intel(R) 82566DM-2 Gigabit Network Connection - Vir

tual Network

    unbinding ms_server from Intel(R) 82566DM-2 Gigabit Network Connection - Vir

tual Network

applying changes...

cleaning up...releasing write lock...success

finished

To verify operation was successful, re-query the bindings:

C:\>nvspbind {C5F7D4DF-9252-4F8D-9F92C8B41DB10F41}

Hyper-V Network VSP Bind Application 6.1.7133.0.

Copyright (c) Microsoft Corporation. All rights reserved.

Adapters:

{C5F7D4DF-9252-4F8D-9F92C8B41DB10F41}

"vms_mp"

"Intel(R) 82566DM-2 Gigabit Network Connection - Virtual Network":

   enabled:  ms_netbios       (NetBIOS Interface)

   disabled: ms_server        (File and Printer Sharing for Microsoft Networks)
   enabled:  ms_pacer         (QoS Packet Scheduler)

   disabled: ms_ndiscap       (NDIS Capture LightWeight Filter)

   enabled:  ms_wfplwf        (WFP Lightweight Filter)

   enabled:  ms_msclient      (Client for Microsoft Networks)

   enabled:  ms_lltdio        (Link-Layer Topology Discovery Mapper I/O Driver)

   enabled:  ms_rspndr        (Link-Layer Topology Discovery Responder)

   enabled:  ms_ndisuio       (NDIS Usermode I/O Protocol)

   enabled:  ms_pppoe         (Point to Point Protocol Over Ethernet)

   enabled:  ms_tcpip6        (Internet Protocol Version 6 (TCP/IPv6))

   enabled:  ms_netbt         (WINS Client(TCP/IP) Protocol)

   enabled:  ms_smb           (Microsoft NetbiosSmb)

   enabled:  ms_tcpip         (Internet Protocol Version 4 (TCP/IPv4))

   disabled: vms_pp           (Microsoft Virtual Network Switch Protocol)

cleaning up...finished

4) The –u and –b options are similar to –d and –e, except that they implicitly use the virtual switch protocol (ms_pp):

C:\Users\vmuser>nvspbind {3FBBFA0B-A45C-42B9-B26867D898298E5E}

Hyper-V Network VSP Bind Application 6.1.7133.0.

Copyright (c) Microsoft Corporation. All rights reserved.

Adapters:

{3FBBFA0B-A45C-42B9-B26867D898298E5E}

"pci\ven_8086&dev_10bd"

"Intel(R) 82566DM-2 Gigabit Network Connection":

   enabled:  ms_netbios       (NetBIOS Interface)

   enabled:  ms_server        (File and Printer Sharing for Microsoft Networks)

   enabled:  ms_pacer         (QoS Packet Scheduler)

   enabled:  ms_ndiscap       (NDIS Capture LightWeight Filter)

   enabled:  ms_wfplwf        (WFP Lightweight Filter)

   enabled:  ms_msclient      (Client for Microsoft Networks)

   enabled:  ms_lltdio        (Link-Layer Topology Discovery Mapper I/O Driver)

   enabled:  ms_rspndr        (Link-Layer Topology Discovery Responder)

   enabled:  ms_ndisuio       (NDIS Usermode I/O Protocol)

   enabled:  ms_pppoe         (Point to Point Protocol Over Ethernet)

   enabled:  ms_tcpip6        (Internet Protocol Version 6 (TCP/IPv6))

   enabled:  ms_netbt         (WINS Client(TCP/IP) Protocol)

   enabled:  ms_smb           (Microsoft NetbiosSmb)

   enabled:  ms_tcpip         (Internet Protocol Version 4 (TCP/IPv4))

   enabled:  vms_pp           (Microsoft Virtual Network Switch Protocol)
Switch is not the only protocol bound

cleaning up...finished

C:\Users\vmuser>nvspbind -u {3FBBFA0B-A45C-42B9-B26867D898298E5E}

Hyper-V Network VSP Bind Application 6.1.7133.0.

Copyright (c) Microsoft Corporation. All rights reserved.

acquiring write lock...success

Adapters:

{3FBBFA0B-A45C-42B9-B26867D898298E5E}

"pci\ven_8086&dev_10bd"

"Intel(R) 82566DM-2 Gigabit Network Connection":

    disabling: vms_pp

applying changes...

cleaning up...releasing write lock...success

finished

C:\Users\vmuser>nvspbind {3FBBFA0B-A45C-42B9-B26867D898298E5E}

Hyper-V Network VSP Bind Application 6.1.7133.0.

Copyright (c) Microsoft Corporation. All rights reserved.

Adapters:

{3FBBFA0B-A45C-42B9-B26867D898298E5E}

"pci\ven_8086&dev_10bd"

"Intel(R) 82566DM-2 Gigabit Network Connection":

   enabled:  ms_netbios       (NetBIOS Interface)

   enabled:  ms_server        (File and Printer Sharing for Microsoft Networks)

   enabled:  ms_pacer         (QoS Packet Scheduler)

   enabled:  ms_ndiscap       (NDIS Capture LightWeight Filter)

   enabled:  ms_wfplwf        (WFP Lightweight Filter)

   enabled:  ms_msclient      (Client for Microsoft Networks)

   enabled:  ms_lltdio        (Link-Layer Topology Discovery Mapper I/O Driver)

   enabled:  ms_rspndr        (Link-Layer Topology Discovery Responder)

   enabled:  ms_ndisuio       (NDIS Usermode I/O Protocol)

   enabled:  ms_pppoe         (Point to Point Protocol Over Ethernet)

   enabled:  ms_tcpip6        (Internet Protocol Version 6 (TCP/IPv6))

   enabled:  ms_netbt         (WINS Client(TCP/IP) Protocol)

   enabled:  ms_smb           (Microsoft NetbiosSmb)

   enabled:  ms_tcpip         (Internet Protocol Version 4 (TCP/IPv4))

   disabled: vms_pp           (Microsoft Virtual Network Switch Protocol)
cleaning up...finished
EXAMPLE:

A common user scenario is to have the switch protocol bound to a NIC when the NIC is not used in a virtual network.  This often happens when installing third party teaming software.  This prevents a virtual network from being created using that NIC until the binding is disabled.  
The following steps detail how to disable the Virtual Switch Protocol.
Step 1: Identify the NIC 

In this example we’re using the Intel(R) 82566DM-2 Gigabit Network Connection.

C:\Users\vmuser>nvspbind -n

Hyper-V Network VSP Bind Application 6.1.7133.0.

Copyright (c) Microsoft Corporation. All rights reserved.

Adapters:

{9B75381B-0F13-492B-BC960D9C790E9876}

"vms_mp"

"New Virtual Network":

{60F14C95-51B4-4F10-9929B77156A6FA18}

"vms_mp"

"Microsoft Hyper-V Network Switch Default Miniport":

{BF23056F-3DEE-4CB4-8EB96870E8E75E6F}

"*isatap"

"isatap.contoso.com":

{7E45BAD1-5620-44CB-9B6BAB174F6F3878}

"pci\ven_10ec&dev_8169&subsys_816910ec"

"Realtek PCI GBE Family Controller":

{9A687B85-E0BB-43F5-8F3DB7B6FCA5E34A}  ( remember this GUID!
"pci\ven_8086&dev_10bd"

"Intel(R) 82566DM-2 Gigabit Network Connection":
{7C264673-3322-4312-AE60D09B4E71E368}

"sw\{eeab7790-c514-11d1-b42b-00805fc1270e}"

"RAS Async Adapter":

{7F583D1B-4203-4AD0-A6A04BD007D21735}

"ms_ndiswanip"

"WAN Miniport (IP)":

{2131BB57-8C69-4EAE-B5E324E4035AB71D}

"ms_ndiswanbh"

"WAN Miniport (Network Monitor)":

{A91F2521-CF79-4F98-9E026A516B9D496C}

"ms_ndiswanipv6"

"WAN Miniport (IPv6)":

{E7F554D4-E231-4291-B40E2031D3F1E55E}

"ms_pppoeminiport"

"WAN Miniport (PPPOE)":

{1D230E0E-4E65-42C2-98599B80E1A4E0C5}

"ms_pptpminiport"

"WAN Miniport (PPTP)":

{C0B9FD38-A0E8-47CA-BF025B6D2B663BF7}

"ms_l2tpminiport"

"WAN Miniport (L2TP)":

{54AB7E97-2074-413D-A5782119CD23ECB6}

"ms_sstpminiport"

"WAN Miniport (SSTP)":

cleaning up...finished

Step 2: Get the bindings on the NIC
C:\Users\vmuser>nvspbind {9A687B85-E0BB-43F5-8F3DB7B6FCA5E34A}

Hyper-V Network VSP Bind Application 6.1.7133.0.

Copyright (c) Microsoft Corporation. All rights reserved.

Adapters:

{9A687B85-E0BB-43F5-8F3DB7B6FCA5E34A}

"pci\ven_8086&dev_10bd"

"Intel(R) 82566DM-2 Gigabit Network Connection":

   enabled:  ms_netbios       (NetBIOS Interface)

   enabled:  ms_server        (File and Printer Sharing for Microsoft Networks)

   enabled:  ms_pacer         (QoS Packet Scheduler)

   enabled:  ms_msclient      (Client for Microsoft Networks)

   enabled:  ms_tcpip6        (Internet Protocol Version 6 (TCP/IPv6))

   enabled:  ms_netbt         (WINS Client(TCP/IP) Protocol)

   enabled:  ms_smb           (Microsoft NetbiosSmb)

   enabled:  ms_tcpip         (Internet Protocol Version 4 (TCP/IPv4))

   enabled:  ms_pppoe         (Point to Point Protocol Over Ethernet)

   enabled:  ms_ndisuio       (NDIS Usermode I/O Protocol)

   enabled:  ms_lltdio        (Link-Layer Topology Discovery Mapper I/O Driver)

   enabled:  ms_rspndr        (Link-Layer Topology Discovery Responder)

   enabled:  vms_pp           (Microsoft Virtual Network Switch Protocol)

Switch is not the only protocol bound
cleaning up...finished

Notice how the switch protocol is bound to this NIC – it shouldn’t be because the NIC is not used by Hyper-V.  
Step 3:  Disable the Microsoft Virtual Network Switch Protocol on the NIC
C:\Users\vmuser>nvspbind -d {9A687B85-E0BB-43F5-8F3DB7B6FCA5E34A} vms_pp
Hyper-V Network VSP Bind Application 6.1.7133.0.

Copyright (c) Microsoft Corporation. All rights reserved.

acquiring write lock...success

Adapters:

{9A687B85-E0BB-43F5-8F3DB7B6FCA5E34A}

"pci\ven_8086&dev_10bd"

"Intel(R) 82566DM-2 Gigabit Network Connection":

    unbinding vms_pp from Intel(R) 82566DM-2 Gigabit Network Connection

applying changes...

cleaning up...releasing write lock...success

finished

Step 4: Verify it the binding was successfully disabled
C:\Users\vmuser>nvspbind {9A687B85-E0BB-43F5-8F3DB7B6FCA5E34A}

Hyper-V Network VSP Bind Application 6.1.7133.0.

Copyright (c) Microsoft Corporation. All rights reserved.

Adapters:

{9A687B85-E0BB-43F5-8F3DB7B6FCA5E34A}

"pci\ven_8086&dev_10bd"

"Intel(R) 82566DM-2 Gigabit Network Connection":

   enabled:  ms_netbios       (NetBIOS Interface)

   enabled:  ms_server        (File and Printer Sharing for Microsoft Networks)

   enabled:  ms_pacer         (QoS Packet Scheduler)

   enabled:  ms_msclient      (Client for Microsoft Networks)

   enabled:  ms_tcpip6        (Internet Protocol Version 6 (TCP/IPv6))

   enabled:  ms_netbt         (WINS Client(TCP/IP) Protocol)

   enabled:  ms_smb           (Microsoft NetbiosSmb)

   enabled:  ms_tcpip         (Internet Protocol Version 4 (TCP/IPv4))

   enabled:  ms_pppoe         (Point to Point Protocol Over Ethernet)

   enabled:  ms_ndisuio       (NDIS Usermode I/O Protocol)

   enabled:  ms_lltdio        (Link-Layer Topology Discovery Mapper I/O Driver)

   enabled:  ms_rspndr        (Link-Layer Topology Discovery Responder)

   disabled: vms_pp           (Microsoft Virtual Network Switch Protocol)
cleaning up...finished

